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Concept of a Record

 Records are any means of documenting communication in an
enduring format, which is, written, verbal, photographic or
computer-captured, which preserves the communication and
can be recalled.

 Records document individual events or transactions, or may
form aggregations that have been designed to document work
processes, activities or functions (ISO15489-1-2016).
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Records Management in Zambia

 Paper records system in Zambia has

been characterized by:

* Many government departments
manage paper-based records.

* Missing records, resulting in delays or
failure to provide services to the
people.

* Long delays in retrieving the records.
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Record Lifecycle

PRESERVE
(ARCHIVES)

 Records life cycle should be managed through its life cycle.
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Value of Records

 Records are kept because of three core organisational

functions:
« Legal—Litigation in courts or compliance with regulatory
authorities.
« Administrative—Decision making, planning, reference etc.
* Historical—Research.
 Records need to be captured and retained in the system for

the required period.
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Alfresco Platform Overview

e Alfresco started by Alfresco Software, Inc as document
management in 2005.

e It has evolved into Digital Business Platform providing three
products:-

* Alfresco Content Services (ACS)—Includes a central content and
metadata repository, a web interface named Share etc.

* Alfresco Process Services (APS)—Includes graphical design tools,
business rules editors, and data integration to external business
systems.

* Alfresco Governance Services (AGS)—Provides records
management functionality to address information governance.
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Alfresco Governance Services

 AGS integrates Records Management into business processes
and automating the complete record lifecycle—from capture
through retention to final destruction.

» Alfresco offers the only DoD 5015.02 certified open source
Records Management solution offering a highly scalable

repository which manages business content and corporate
records of any type.
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Organisations Using Alfresco
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Alfresco Architecture (1)
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https://www.alfresco.com
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Alfresco Architecture (2)

I oM | wem | RM l DAM ‘ Collaboration
Alfresco Client
| Alfresco Share | Web Site I Portal I l Alfresco Explorer
Spring Surf [ JSF Platform
OS File System Office L Mobile Rich Desktop Application

-
Alfresco Content Application Server

Content Services Control Services Collaboration Services

Content Repository

Relational DB File System
https://docs.alfresco.com
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Alfresco Architecture (3)

lalfresco=> \1
List of databases
Name Encoding | Collate |

alfresco alfresco

postgres postgres UTF8 en_ZM x

templatel postgres UTF8 en_ZM ) =c/postgres
postgres=CTc/postgres

templatel postgres UTF8 en_ZM & =c/postgres
postgres=CTc/postgres

e Metadata storage in a relational database management
system (RDBMS).
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Alfresco Architecture (4)

./contentstore/2018/2/10/11/5/4edc22e3-68f3-4a2f-bcl0-a9a69eef44f8.
./contentstore/2018/2/10/11/5/277230ef-7e6f-4dbd-bf1l1-b2bb31945815.
./contentstore/2018/2/10/11/5/8c3ba9c9-d67¢c-4491-9d17-dall0®628a772.

./contentstore/2018/2/10/11/5/41f27a38-befa-4bdd-9aaf-b69f69d3518e.
./contentstore/2018/2/10/11/5/ae84055¢c-9b08-4c14-aa9b-dc4f8e652427.
./contentstore/2018/2/10/11/5/5b55f830-2dae-44fe-9b76-5757b685407d.
./contentstore/2018/2/10/11/5/28d58fdf-0323-4846-al1lf1-630718589¢e1b.
./contentstore/2018/2/10/11/5/6abf4966-753a-41eb-afc2-3f1bf238457b.

* Bitstreams are stored on the native filesystem using hashes,
nested in hierarchical directories.
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Alfresco Platform (1)

August 30 2018

fw Alfresco | Welcome to Alfresco

Community - 5.2.0 (re21f2be5-b22)

Online Documentation

Alfresco Share

Alfresco WebDav

Alfresco WebScripts Home (admin only)
Alfresco Administration Console (admin only)

Alfresco Forums
Alfresco JIRA

CMIS 1.0 AtomPub Service Document
CMIS 1.0 Web Services WSDL Document
CMIS 1.1 AtomPub Service Document
CMIS 1.1 Browser Binding URL

http://lis.unza.zm:8080/alfresco
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Alfresco Platform (2)

fw Alfresco | Welcome to Alfresco

Community - 5.2.0 (re21f2be5-b22)

http://lis.unza.zm:8080/share

Online Documentation

Alfresco Share

Alfresco WebDav

Username: unzademo
Password: unzademo

Alfresco WebScripts Home (admin only)
Alfresco Administration Console (admin only)

Alfresco Forums
Alfresco JIRA

CMIS 1.0 AtomPub Service Document

CMIS 1.0 Web Services WSDL Document

CMIS 1.1 AtomPub Service Document

CMIS 1.1 Browser Binding URL http://lis.unza.zm:8080/alfresco
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Alfresco Governance Services Integration (1)
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Alfresco Governance Services Integration (2)

‘ Q search files, people, sites X
N
@ Module Browser
v Tools Title Description Version
Application
Category Manager Alfresco / Google Docs Share Module The Share side artifacts of the Alfresco / Google Docs Integration. 3.04
Module Browser

Node Browser Alfresco Record Management Share Extension

Alfresco Record Management Share Extension

Search Manager
Tag Manager

Model Manager http://lis.unza.zm:8080/alfresco
Sites Manager

 Alfresco modules are used to extend and enhance
functionality.

« Activating AGS requires the installation of appropriate AMP files.
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Alfresco Governance Services Auditing (1)

"(’zé RM Admin Tools

v Tools Audit

Q, Search files, people, sites x,]

\ Stop H View Full Log H Clear ‘

Number of entries: From:

Users:

Custom Metadata

lAII users | Specify

Define Roles
Email Mappings

Events

List of Value

Event:

itz

Records management

auditing can be used to
confirm if business rules
are followed and, to trace
unauthorised activities.
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Showing last 0 entries in log

Run Audit Report

\ Export ’ ‘ File as Record ’

User

Role

Event

http://lis.unza.zm:8080/alfresco
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Alfresco Governance Services Auditing (2)

D lis.unza.zm:8080/share/page/site/rm/rm-audit

| Date Completed
Modified Date

<none>
Sat May 12 11:40:57 CAT 2018

Sat May 12 11:43:58 CAT 2018
Sat May 12 11:43:58 CAT 2018

Property

Name

Title

Location

Supplemental Marking List
Cascade Tx

Cascade CRC

Tags

Description
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Identifier: 2018-1526118037186
2016/Tuesday's letter (2018-1526118037186).pdf

Type: Content

Previous value

IKM2018 Authors instructions (2018-
1526118037186).pdf

Microsoft Word - IKM2018 Authors
instructions.doc

<none>
<none>
<none>
<none>

<none>

<none>

Location: /documentLibrary/HR/Appo

‘ Stop l \ View Full Log ‘ ‘ Clear |

Event:

T

New value

Tuesday's letter (2018

Tuesday Bwalya's A|

R Audit trail keeps detailed
— information about events

495
3034628304 taki ng place.
<none>

This is the appointm
Tuesday Bwalya

http:lllis.unza.zm:80801alfresco
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Alfresco Governance Services Metadata (1)

Home

o

Custom Metadata

Q, Search files, people, sites X]‘

«g RM Admin Tools
v Tools

Audit

Define Roles

Email Mappings
Events

List of Values
Relationships

User Rights Report
Users and Groups
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Object

Non-Electronic Document

Record

Record Category

Record Folder

Custom Metadata: Non-Electronic Document :

You haven't defined any custom properties yet.

Metadata is associated
with file plans and records.
Custom metadata schemes
can be used if built-in

scheme insufficient.

http://lis.unza.zm:8080/alfresco
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Alfresco Governance Services Capabilities (1)

Home

Admin Tools

Q, Search files, people, sites

W :
% RM Admin Tools Roles and capabilities
collectively grant specified
v Tool
ok . operations and privileges. In
T e . P addition, they alter the
Email Mappings In-Place Readers Access Audit behaViour °f the SYStem.
Events In-Place Writers Add Modify Event Dates
Hstof-Valhes Records Management Add to Hold

Relationships
User Rights Report
Users and Groups
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Administrator

Records Management

Manager

Records Management Power
User

Records Management Security
Officer

Records Management User

Approve Records Scheduled for Cut Off
Attach Rules to Metadata Properties
Authorize All Transfers

Authorize Nominated Transfers

Change or Delete References

Close Folders

Complete Records

http://lis.unza.zm:8080/alfresco
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Alfresco Governance Services Workflow (1)

Site Dashboard  File Plan  Records Search  Site Members RM Admin Tools 2* O

: : Select v New Catego New Folder File L Import L Export All Manage Permissions
+ Navigation ] gory I &= Imp am Exp » g
-) Manage Rules Selected ltems... v

& File Plan
# HR_Leave Days =+ Namev Options v
& HR_Retirees_Payments ot File Plan > &8 HR_Retirees_Payments
0 Retirees Payements — :
O g Retirees Payements (Retirees Payements Records)
B8 Procument records (3
Record Folder ID: 2018-1526302968400
+ FEile Plan Vital Record Indicator: No
I3 Transfers Created by: Administrator ~ Modified on: Tue 15 May 2018 15:05:00
[+! Holds
[5% Unfiled Records 1-1ofl << 1 >>

v Saved Searches
Incomplete Records

Records and Record Folders
Eligible for Cut Off

Records and Record Folders
Eligible for Destruction

Records and Record Folders
Eligible for Transfer http://lis.unza.zm:8080/alfresco
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Alfresco Governance Services Workflow (2)

Edit Metadata

Name: *
Tuesday Payment (2018-1526303019994).pdf

Title:
Tuesday Bwalya Payment records

Description:
Tuesday Bwalya Payment records

Author:
Head-HR

Tags:
(None)

Owner:

Mimetype:
Adobe PDF Document
Record

Location:
HR

Supplemental Marking List:

August 30 2018

* Required Fields

Descriptive metadata
provides comprehensive
contextual details for
records and file plans.

http://lis.unza.zm:8080/alfresco
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Alfresco Governance Services Searching (1)

Search

m Resuits |

Search Text

Searchby: = Select..v ‘ Search Date:

Search

‘ Results |

Search Text

Search by: ‘ Select... v ' Search Date:
>

Search

B

Search Text
Search by: ‘ Select... v ‘

Search Date:

— e
Content »
Keywords (text and name) Content » Record N
Recorg > | Name D Retention Events
Retention Schedule » Title Retention Schedule » Date Filed Retention Action Name
Description i Review Date » Results Options Retention Action As Of Date
» Results Options Creator » Resuits Options Location Retention Events Eligible
Created L e Retention Period
_ Modifier ‘ Searh Has Retention Schedule
‘ Search J‘ Modified Retention Instructions
[ i o i
Search | saved Searches v L Delete Search ‘ Save Search ‘ ‘ New Search |
Found 1 item(s). \ Add to Hold ‘ ‘ Print Layout 1 ‘ Export ‘
L] Type ID Name Title Parent Folder Modified Date Filed Vital Record
= VC_cost_saving measure0001 (2018- Cost Saving Wed 29 Aug 2018 Wed 29 Aug 2018
o 2018-1535552863874 2019
1535552863874).pdf Measure
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Alfresco Setup Requirements and Cost (1)

Alfresco Community Editions

If you are a tech enthusiast with the ability to self-support, our Community Edition products are freely available and offer
powerful capabilities for non-critical business process or content needs. Alfresco's open source software is widely
adopted for community-driven development and contributions as well as for researching new features.

If you need enterprise-class features, scalability and performance, or if you plan to use the software in a production

environment that requires support from Alfresco, you should consider Alfresco Process Services or Alfresco Contep
Services. https://www.alfresco.com

 Alfresco Community Edition is released under an LPGLv3
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Alfresco Setup Requirements and Cost (2)

Community Edtion Enterprise Edition

Server O/S Linux, Mac OSX, Windows Linux, Mac OSX, Solaris, Windows
Server 2008 R2

Client OS Linux, Mac OSX, Windows Linux, Mac OSX, Windows

Database MySQL, Postgres glg:QL, PostgreSQL, MS SQL, Oracle,

App Server Tomcat Tomcat, JBoss, WebLogic, WebSphere

Auth Alfresco, OpenLDAP Active Directory, NTLM, Oracle
Directory Server, Kerberos, JAAS, etc.

Browser Chrome, Firefox, Safari, IE Chrome, Firefox, Safari, IE 7/8/9

7/8/9

August 30 2018
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Benefits of Alfresco Governance Services

e Itis certified by Department of Defence in USA (DoD 5015.02)

« Conforms to many international standards on electronic
records management (ISO 16175-2:2011).

* AGS facilitates the implementation of the records retention
and disposal schedule in managing records.

e AGS has inbuilt audit trail.

 AGS can easily be integrated with the Alfresco Community
Edition—It is open source solution (free of subscription fees).
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AGS Workflow Demonstration

f Alfresco | Welcome to Alfresco

Community - 5.2.0 (re21f2be5-b22)

Online Documentation

http://lis.unza.zm:8080/share

Alfresco Share
Alfresco WebDav

Alfresco WebScripts Home (admin only)
Alfresco Administration Console (admin only)

Username: unzademo
Password: unzademo

Alfresco Forums
Alfresco JIRA

CMIS 1.0 AtomPub Service Document
CMIS 1.0 Web Services WSDL Document
CMIS 1.1 AtomPub Service Document
CMIS 1.1 Browser Binding URL
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Thank you for your
attention!
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